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Are we seriously worried about an Alien attack?

It is totally ridiculous!
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Half the radius of Earth, so Gravity is much less

Further from the sun so colder (-10 deg C at the warmest day)

No magnetic core so no protection from radiation from the Sun

2.7AU from Earth at the max separation distance
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Dynamic landscape

- I ™ IRl = N e o 3 =™ @O » THE EUROPEAN SPACE AGENCY
e L .



Mars Express Satellite imagery

Echus Chasma
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Echus Chasma
100km long and. 10km wide.

May have channelled water _ |
https://www.esa.int/Science _Exploration/Space 'Science/Mars_Express/Echus_Chasma
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Mars Sample Return Campaign

The Trilogy has already begun!

v Perseverance & Ingenuity (30 July 2020) now at
Jezero Crater

K
*» Sample Return Lander & Sample Fetch Rover (2026) e, )Qﬁ;
< Earth Return Orbiter (2026) ‘*vf
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Returning Martian
Samples to Earth
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Presenter
Presentation Notes
Explain what is the MSR Campaign and why we are doing this.
Joint activity with NASA. 
No Science!  Agreed between the HRE Director and NASA Director.
As much reuse as possible from ESA heritage activities in order to be fast.
Back to Earth in 2031 or 33 
This is a time limited mission activity.
SFR, STA and ERO are European activities.


Overview of the spacecraft
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Approx 6.5 Tonnes (wet mass) 100W TWTA with 2.3m Main Dish (HGA)
Solar Array = 39m x 6.6m Supports 250kbps at 2.2AU

41 kW (at Earth Bol) Triple redundant TTC system

4 Electrical Propulsion thrusters 4 OnBoard Computers & security modules
2 separate Chemical Propulsion systems UHF comms for Mars Relay
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ERO Staging

CCRS and Rendezvous Sensor Suite
CCRS Total (w/o RSS)= 500 kg

EES = 100 kg

CCM = 200 kg (Jettisoned at Mars)

0OS = 8 kg

Main Module (“Return Stage™)
Dry Mass = 2200 kg
Electric Propulsion:
3 X active + 1 spare
Thrust Range = 0.13 — 0.75 N
Isp = 4000s
Xenon Mass = 1100 kg
Delta-V = 10 km/s

Orbit Insertion Module (“Drop Stage™)
Jettisoned at Mars

Dry Mass = 600 kg

Prop Mass = 1900 kg
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Earth Return Orbiter Mission Phase Overview
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2. Outbound cruise o f
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1. Launch
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Presenter
Presentation Notes
2026 Launch with an EP outbound cruise to Mars then a chemical orbit injection in 2028.
Then we eject the OIM to loose mass.
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Earth Return Orbiter Mission Phase Overview
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1. Launch
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Presenter
Presentation Notes
We then us EP to spiral down.  From 1000Km we support the EDL of SRL. Critical activity.
Then we perform relay services while decending down to 450Km which is the official RSO.
ERO provides the relay for SRL, SFR and M2020 for the full year between the martian dust storms.  MSR ground assets are not designed to survive beyond a Martian winter.


2. Outbound cruise

: 1. Launch

MAV launch and Rendezvous
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Presenter
Presentation Notes
We monitor and MAS launch from Mars. Critical activity.
Track launcher on the way up
Then autonomously catch the OS. (Key Event)
Then using the EP we spiral out.


Earth Return Orbiter Mission Phase Overview
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In-bound return trip to Earth + Earth Avoidance Manoeuvre
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Presenter
Presentation Notes
Then following a return trajectory to Earth (2031),
We preform an Earth Targeting Manoeuvre (Critcal Phase)
Release the Earth Entry System which will land in Utah
ERO then performs an Earth Avoidance Manoeuvre to leave Earth trajectory for at least 100yrs owing the PP requirements


But still,...Why Security ???

Committee on Space Research (COSPAR)
Planetary Protection Policy

COMMITTEE ON
SPACE RESEARCH

“To protect the space environment from “harmful contamination” which would endanger
the integrity of the scientific exploration of outer space including the search for life.”

“Most importantly, it also helps to preserve the terrestrial biosphere from possible
contamination by extraterrestrial material”

Predates the Outer Space Treaty (OST 1967)
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Security Assurance Needs Overview

Unclassified mission

Return of Bio-Contained Sample

CAT-V Backward Planetary Protection Mission
Export Controlled Items (Dual use technology)
Landing in Utah Test and Training Range
Mission Success

Agency Reputation
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Presenter
Presentation Notes
PP requirements are controlled at the level of the DG.
EES has no parachute.  With ERO coming back, the EES is like a ballistic projectile with Hard Landing.
UTTR is a military site
US Strategic Command and NORAD are expected to be part of the inbound team.
There are learned people out there who are a concern.  This is the responsibility of Campaign but we are watching it.


Satellite Hacking

US DOD event Satellite DEFCON Ethical Hackers

2011 - US-German ROSAT (NASA Computers Hacked By Intruders - Via Satellite -

(satellitetoday.com))

2007'8 e, Landsat'7 & EOS AM'l (Hackers Interfered With 2 US Government Satellites | Space)

wEarn oot Polmt GRIODN

2021 Ransomware attacks

Ildentity or technology theft

Private data and information
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https://www.satellitetoday.com/government-military/2008/12/01/nasa-computers-hacked-by-intruders/
https://www.space.com/13423-hackers-government-satellites.html
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Applied Security Process

We don’t have an ECSS for this (yet) ! But ... Consultive Committee for Space Data Systems
CCSDS 350.1-G-2 (Security Threats against Space Missions) helps

Initiated an over-arching Security Working Group (now includes ADS Prime)
Established key stakeholder concerns (e.g. NASA/JPL, ESOC) => Risk Appetite/Profile
Considered which adversaries are in/out of scope

Elaborated a High level Threat & Vulnerability Assessment

Completed Space Segment detailed Security Risk Analysis

Piggybacking Security through existing ESA standards and processes (dependability, Testing
philosophy, industrial ISMS)
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Presenter
Presentation Notes
This is how we have done it so far.
Joined team in Summer 2019 just when ITT was being prepared for PreTEB.
We had no clue. 
Some Security was already included but the focus was unclear
Got help from ESO, TEC and ESOC.
Started with an ESA only SWG.
Elaborated High Level T&V with a (Shadow) stakeholder assessment
Heavily modelled on Copernicus Security


O
Take Away Messages

» Security can.help but-.can hinder : understand why you want it!

» Understand your stake holders needs and recognise your assets
» Who are you protecting it from?

» Focus your security level at the appropriate threshold

» Think (just a little bit) about the security from the beginning

Security Assurance

Security Risk
Balance Case
n

» Security is a

Certificatio

Systems Engineering Discipline n

ri
n
. ifi
N Independe
b ¥ Test
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Presenter
Presentation Notes
No one thought about security until Industry asked if we needed to keep some of the security requirements from the Generic OIRD.
Then someone thought it might be a good idea.
When you create a Security process and can explain the logic clearly, people are willing to follow.


. Cesa

.
i ge
. =
- -
- -
f ; :
--h‘-hl.
L]

‘Thank You

Questions?
AIRBUS
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