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Motivation
Modern Internet of Things (IoT) systems need to
rely on security now more than ever, but simply
reusing already established security public key in-
frastructures (PKI) is challenging. These infras-
tructures often rely on complex protocols, such as
TLS, which can be resource-demanding and unsuit-
able for constrained devices. In the world of cy-
bersecurity, implicit certificates are a sophisticated
cryptographic concept. They have gained popular-
ity thanks to their efficiency and scalability and of-
fer a unique approach to managing authentication
and security. They differ from traditional explicit
certificates in that they allow each entity to have
its own certificate and calculate public keys on the
go, ultimately requiring smaller certificate sizes.
Although implicit certificate schemes have been ef-
fective for networked embedded systems, latest re-
search has revealed that they are not post-quantum
secure. This is because these schemes rely on ellip-
tic curves, which makes them vulnerable to quan-
tum attacks. Our aim is to verify these strong
claims and look for potential solutions. The goal
set with this thesis will include a strong emphasis
on protocol analysis, but also the implementation
and testing on wireless embedded systems to repli-
cate real-world cases.

Goals and Tasks
Within this context, students can explore several
directions and perform different tasks, such as:

• Use the current research paper 1 on the post-
quantum security of implicit certificates as a
starting ground for understanding the main
concepts and motivational goals;

• Replicate some of the presented research claims
and work on exploring potential solutions;

• Gain an understanding of our current implicit
certificate reference model and integrate it into
a wireless embedded system;

• Evaluate the potential security extensions us-
ing either a formal or informal security analysis
and perform performance analysis on the imple-
mented wireless embedded system.

1http://bit.ly/impl-cert-postquantum-publ

Target Group

• Students of ICE/Telematics;

• Students of Computer Science;

• Students of Software Engineering.

Required Prior Knowledge

• Solid skills in C programming;

• Experience with embedded systems;

• Understanding of basic security concepts.
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