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Spiking neural networks (SNNs) provide an energy-efficient alternative to a variety of artificial neu-
ral network (ANN) based AI applications. As the progress in neuromorphic computing with SNNs
expands their use in applications, the problem of adversarial robustness of SNNs becomes more
pronounced. Recent work [1] highlights fundamental challenges in achieving robustness in SNNs,
particularly due to the non-differentiable nature of spike-based computation and the reliance on sur-
rogate gradient methods for training. In this project, we will investigate various aspects of adversarial
robustness in neuromorphic computing systems, developing evaluation frameworks and benchmarks
to systematically assess vulnerabilities and explore potential defense strategies.

[1] O. Özdenizci, R. Legenstein, “Adversarially robust spiking neural networks through conversion”, Trans-

actions on Machine Learning Research (TMLR), 2024.

Goals & Tasks

• Review of the state-of-the-art on adversar-
ially robust SNNs.

• Simulating and benchmarking with an ex-
isting ensemble SNN attack framework [1].

• Extending this benchmark with stronger
adversarial attack evaluations for SNNs.

Contact

Ozan Özdenizci: oezdenizci@tugraz.at

Qualifications

• Interest in machine learning security.

• Experience with the Python based deep
learning framework PyTorch.

• Registered to one of the following:

✓ Bachelor Thesis

✓ Seminar Project

✓ Master Thesis


