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Abstract

Biometrics is a huge and very fast growing domain of methods for uniquely recognizing humans based
on one or more intrinsic physical or behavioral traits. Hence, there are many different applications,
e.g., surveillance, person verification and identification. The International Civil Aviation Organiza-
tion (ICAO) provides a number of specifications to prepare automated recognition from travel docu-
ment photos. The goal of these specifications is increasing security in civil aviation on the basis of
standardized biometric data. In this context we are concerned with the strict requirements of deviation
from frontal pose, eyes-open, mouth-closed, and eyes looking away for assessing the suitability of face
images for inclusion in travel documents. Due to this international standard, there is a high demand
for automatically checking face images to assist civil service employees in decision-making. In this
work, we present a face normalization and analysis system implementing several parts of the ICAO
specification. Our key contribution of this analysis is the fusion of different established classifiers to
boost performance of the system. QOur results show the superior checking quality of our methods in
comparison to state-of-the-art technology of two commercial vendors.

1. Introduction

Analysis of facial images is an important step in biometrics related applications like person verifi-
cation/identification [1], [17], video surveillance or facial expression assessment [4]. We are specif-
ically interested in checking facial images for their compliance to the International Civil Aviation
Organization (ICAO) proposal for machine readable travel documents [7]. The most important parts
of the ICAO specification describe a standardized coordinate frame based on face and eye position
for potential travel document photographs and a definition of parameters for image quality and fa-
cial expression that classify images as suitable or improper for documents like passports. The ICAO
specification defines the following rules for accepting photos as suitable according to deviation from
frontal pose, eyes-open, mouth-closed, and eyes looking away criteria. The full-face frontal pose has
to be used. Rotation of the head has to be less than 5 degrees from frontal in every direction —
up/down, rotated left/right, and tilted left/right. The face expression has to be neutral (non-smiling)
with both eyes open normally, looking straight into the camera and the mouth closed. A smile is
unacceptable regardless of the inside of the mouth and/or teeth being exposed or not.
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Our intended application is an automatic system for checking arbitrary input images for their com-
pliance to the ICAO specification. The ultimate goal is to provide a method that assists civil service
employees in determining suitable machine readable travel document photos, thereby increasing ef-
ficiency in this selection process and significantly reducing manual work. The main challenge of an
automatic system for checking ICAO compliance is its robustness to a large number of different dis-
tortions in input images regarding noise, occlusions, bad lighting situations, deviations from frontal
pose, and the large variety of human faces with respect to gender, race, or appearance modifications
like hair, beard and glasses. In [11], they previously reported results on an automatic face image
validation system, where quality aspects of face images are checked.

Face and facial component detection has a long tradition, a survey can be found in [16]. Analysis of
facial expressions is a hot topic in recent years [4], [10], with recognition of behavior and emotion
from videos as its goal. Face tracking and assessment of medical states like fatigue or bad posture
are important, e.g., in driver assistance systems [12] or for the prevention of work-related disorders.
In all these applications, deviation from frontal pose is a significant problem [5]. To the best of our
knowledge, there is no system reported in the literature, that checks for ICAO compliance, though
there are some commercial products.

Our proposed image analysis system consists of a face- and facial component detection stage, that
is used to provide input parameters for the face normalization stage. Afterwards, the normalized
face image is analyzed according to the ICAO criteria deviation from frontal pose, eyes-open, mouth-
closed, and eyes looking away. We present a detailed description of these modules in Section 2..
Section 3. presents and discusses the results of applying our analysis system to a large image database.
Evaluations are given in the form of relative detection rates compared to commercial products of
different vendors. Finally, Section 4. summarizes the work and the main contribution.
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Figure 1. Illustration of the overall image analysis system.

2. Face Analysis System Description

Our face analysis system consists of two modules. First, we need to derive a normalized face coordi-
nate system based on eye locations to extract a standardized face image from arbitrary input images.
We will refer to this process as fokenization according to [7]. The second step takes the tokenized
images as input and performs several analysis algorithms in order to derive continuous scores for the
likeliness of the corresponding event, e.g., mouth-closed. Figure 1 shows the overall workflow of the
face analysis system.

2.1. Face Tokenization

The face tokenization module consists of a component for robust face detection from arbitrary im-
ages. In our application, we are confronted with input images where only one face is present. Faces
are detected using the well known technique AdaBoost [13] incorporating Haar-like- and orienta-
tion histogram features. There might be more than one detection from the AdaBoost face detection
algorithm [6], so the correct face has to be found in a robust way. In addition, for every potential



face detection rectangle, the facial components, mouth and eyes, are located using AdaBoost clas-
sifiers [14]. The most likely face is obtained using the face and facial component detections in a
normally distributed probabilistic model based on an empirically determined prior distribution of eye
and mouth locations. The derived eye locations from the AdaBoost step are further refined by an
Active Appearance Model (AAM) [3]. Identified left and right eye coordinates initiate the actual
tokenization step according to the ICAO specification [7]. Figure 2 illustrates the tokenization step.

0.6*W

Figure 2. The tokenization procedure. The input image (left) and the tokenized image (right). Image is taken from
the Caltech Faces database [2].

2.2. Face Analysis

The face analysis module operates on tokenized images. It performs four classification decisions re-
garding deviation from frontal pose, eyes-open, mouth-closed and eyes looking away. For some of
the criteria we make use of the face and facial component detections already obtained from the tok-
enization step. In order to obtain the necessary robustness, several different classifiers are combined
in a fusion step [8]. The performance in terms of detection rate and false-positive rate on a test set is
used to derive the weights in the classifier fusion step. The different classifiers used, supplement one
another in the fusion step to gain a more robust decision, resulting in lower error rates compared to
a single classifier decision. The classifier fusion yields a score value between 0 and 100 for the final
decision.

The block diagram of the overall face analysis workflow is illustrated in Figure 3. An analyzed face
image is shown in Figure 4. In the following we present the four classification steps in more detail
and assume the face component detection has already been performed as described in the previous
section.

2.2.1. Analysis of the Deviation from Frontal Pose

The analysis of the deviation from frontal pose is carried out using a combination of six different
AdaBoost classifiers (Figure 6), that make a decision on frontal-, left-, right-, up- or down pose
deviation. There is one classifier which was trained on upwards-looking versus frontal pose face
images, another one trained on downwards-looking versus frontal face images. For the deviations
from left- and right pose we combined four different classifiers. The first classifier was trained using
centered cropped face images, the second classifier took face images, which were cropped taking a
shifted window around the face center. In order to incorporate symmetry information in the third
classifier, the original image and its mirrored image are overlayed and the average pixel value was
taken to form a new image, see Figure 5. This has the advantage, that deviations from frontal pose
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Figure 3. Face analyzer workflow. The classifier fusion for the analysis of the deviation from frontal pose is shown
in more detail in Figure 6.

Figure 4. Face analyzer output image. The face rectangle with its four triangles denotes frontal pose. The mouth
and eye detections are shown; the lines in these boxes indicate mouth-closed (horizontal line) and eyes-open (vertical
line), respectively. The triangles around the eye detections denote straight gaze. The red contour around the eyes
are produced by the AAM and the blue circles show the output of the iris finder.



are “amplified”. So the boosting approach is able to discriminate better between pose- and frontal
images. This classifier can only determine, either if the face is frontal or not. Hence, a fourth classifier
is needed to decide between left- or right pose (see Figure 6). Table 1 gives a summary of the weights.
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Figure 5. The original image and its mirrored image were overlayed and the average pixel value was taken to form
a new image (left figure: frontal image, right figure: image showing pose deviation). The red squares illustrate the
cropping area for AdaBoost training.

Table 1. Weights for the classifier fusion of the solely AdaBoost based deviation from frontal pose decision.

Classifier Weight
Left-Centered 39
Left-Shifted 37

Averaged + Left-Right 24
2.2.2. Eyes-Open Analysis

The eyes-open classification consists of three different classifier schemes. These are:

e Two different eyes-open AdaBoost classifiers (were trained using different feature pools) and
one eyes-closed AdaBoost classifier.

e An Active Appearance Model [3] for the eyes region of a face.

e Iris localization by a symmetric point of interest detection [9] with an additional Hough voting
scheme for radius estimation.

We weight the input of each classifier to the final decision using factors that resemble the performance
of the classifiers on the validation data set. See Table 2 for a summary of the weights. Since we get
independent decisions for left and right eye, but we only need a single decision for a face image, we
take the minimum of the two score values as our final value.
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Figure 6. Pose classification workflow.

Table 2. Weights for the classifier fusion of the eyes-open decision.
Classifier ‘ Weight
AdaBoost eyes-open 1 26
AdaBoost eyes-open 2 21
AdaBoost eyes-closed 10
AAM 24
Iris detector 19

2.2.3. Mouth Closed Analysis

For the mouth-closed analysis, five classifiers in three different domains were chosen:

e An EigenMouth model of closed mouth patches using Principal Component Analysis.

e A simple dark blob detection algorithm that locates dark shadow regions occurring due to an
open mouth. In our blob detection algorithm, we use the mouth detection rectangle and enlarge
it by ten percent. This input image is transformed into HSV color space and the value coordinate
is taken for further processing. After applying an empirically determined threshold of 64 on
the mouth patch, we use the blob detection library [6] to extract dark blobs that correspond to
shadow regions in the mouth cavity due to an open mouth. We analyze the blob center locations
and the blob’s compactness. All of these blob analysis methods are used like filters on a set of
blobs. If one dark blob region survives all of these filter stages, a mouth-open decision is made.

e Two mouth-closed AdaBoost classifiers (were trained using different feature pools) and one
mouth-open classifier.

Classifier fusion is performed as shown in section 2.2.2.. See Table 3 for a summary of the weights
of every single classifier to form the final ”strong” classifier.

2.2.4. Eyes Looking Away Analysis

Our strategy uses the response of Gabor filters for determination of the eyes looking away criterion.
The idea is based on [15]. For this purpose we use the center of the AdaBoost eye detection rectangles



Table 3. Weights for the classifier fusion of the mouth-closed decision.

Classifier ‘ Weight
EigenMouth (PCA) 10
Blob detector 23

AdaBoost mouth-closed 1 21
AdaBoost mouth-closed 2 25
AdaBoost mouth-open 21

to place three different Gabor filter kernels. The convolution of these Gabor kernels with the input
image transformed to value coordinates of the HSV color space at the eye locations are used to deter-
mine the strongest and second-strongest response. Eyes looking away 1s performed independently for
left and right eye. The continuous score is calculated as a relative measure comparing strongest and
second-strongest response.

3. Experimental Results

The performance of the face analyzer was evaluated on our own database. This database consists of
1355 JPEG-compressed face images of 35 individuals. Various scenarios, e.g., mouth open/closed,
eyes open/closed, frontal/left/right pose, different eye gaze directions, partial face occlusion, are cov-
ered equally throughout the database. Example images of this database are given in Figure 7. Note
that this database was different from the data that we used for determining the weights in our multi-
classifier fusion steps of Section 2. and different from the dataset we used for the training of the
AdaBoost classifiers.

Our results are compared to the state-of-the-art technology of two commercial vendors, which we
are unfortunately not allowed to mention, therefore we refer to them as vendor "X’ and vendor "Y’.
Figure 8, Figure 9, and Figure 10 show the comparisons of the relative detection rate for the analysis
of the deviation from frontal pose, eyes-open analysis, and mouth-closed analysis, respectively. For
each classifier, we show our results using the best performing system as the reference to which the
other systems are compared. This relative performance comparison is presented at several different
false acceptance rate (FAR) configurations. The comparisons show the good performance of our
different face analysis modules with respect to the other vendors. For all three evaluations we are
either in the same range or even outperforming the other systems.

Another aspect that we learned from our experiments is the superior performance of the multi-
classifier methods compared to the results using only the individual classifiers. By choosing to com-
bine several kinds of methods complementary to each other we are able to increase the classification
result and make the method more robust, which results in a reduction of the equal-error-rate (EER) of
about 6 up to 15 percent. We omit the full comparison of single versus multi-classifier methods due
to lack of space. However, we will present these results in a future publication.

We also performed evaluation experiments for eyes looking away. Our final version reaches a correct
detection rate of around 80 percent. This moderate performance is due to inaccuracies in determining
eye positions, because in our database, there are many persons wearing glasses. Here we have no
comparisons, because there are no implementations of eyes looking away from different vendors so
far.



Figure 7. Sample images from the database for evaluation: (a) frontal pose, eyes open, mouth closed, (b) left pose,
eyes open, mouth closed, (c) right pose, eyes open, mouth closed, (d) frontal pose, eyes closed, mouth closed, (e)
frontal pose, eyes open, mouth open, (e) frontal pose, eyes open, mouth open.
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Figure 8. Comparison of the relative detection rates for the analysis of the deviation from frontal pose.
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Figure 9. Comparison of the relative detection rates for the eyes-open analysis.
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Figure 10. Comparison of the relative detection rates for the mouth-closed analysis.



4. Conclusion

This work presents our face normalization and analysis system for checking ICAO compliance. In
the system, arbitrary face images have to be tokenized in a first step to bring them into a format
compliant to the ICAO specifications. In a second step the strict criteria, how an internationally
complying passport photo has to look like, are met by analyzing tokenized images for deviation from
frontal pose, eyes-open, mouth-closed, and eyes looking away. Therefore, different classifiers are
fused to form a final “strong” classifier for checking all criteria. This fusion gives a great boost in
the analysis performance compared to the use of individual classifiers. Results show the competitive
to superior quality of facial checks in comparison to state-of-the-art technology of two commercial
vendors.

Further work is necessary to still improve the performance of the eyes-open criterion. The presented
method has problems with people with glasses and occluded eyes. We will also prepare a more
detailed comparison of the single versus multi-classifier methods in a future publication.
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